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By David Pestill

Ideal Computer Group

Increasingly, organizations are connecting to the 
Internet to establish a business and electronic 
commerce presence and to access information 
rapidly.  There are many levels and strategies that can 
be taken, of course at varying costs.  So begs the 
questions then; how secure do you have to be?  What 
is enough security, what isn't?  If your company has 
a dedicated connection to the Internet, then security 
should be a priority, no matter what the size of your 

organization is.  

All too often, most of the small-to-mid 
size businesses today still do not have 
the appropriate Internet Security in 
place, for a couple of reasons;

One, being their local, favourite 
ªtechieº, really doesn't know much 
about the topic.  For example, I ®nd 
too often, companies have installed 
a basic $50 router (like a DLink or 
Linksys bought at the local Big Box) 
to manage their network Internet 
connection.  These devices are not 
appropriate security devices and can 
be easily compromised in a matter of 
minutes by hackers.

Second, the opinion is ªwe're small, 
no one would want to break into our 
networkº.  Over the years, I have heard 
this statement countless number of 
times.  Unfortunately, the size of your 
organization is not the concern.

There are many reasons why hackers 
try and access your FileServer & 
Network resources; here are some of 
the most common:

1 ªMaliciousº:  hackers intend to take down your 
network server, install viruses, etc, wanting to 
cause problems and havoc on your FileServer & 
Network, just for the fun of it.

2 ªCompetitiveº:  your competitors hired hackers to 
get at your information (®nancials, trade secrets, 
client lists, price lists, etc).

3 ªFinancial Gainº:  over the last couple years, it 
has become common to see news about hackers 
accessing organizations customer data and gaining 
all their credit card information and also collecting 
the client's complete address and phone numbers 
(think Identity Theft).

4  ªTrojan Horseº:  hackers setup their ªbotsº, which 
are programs designed to attack other companies 
File & Web servers.  One type of ªbotº program 
is designed to make a company's Web Server so 
busy, that it shuts down.  This is the type of attack 
that happened to Yahoo & eBay a couple of years 
back.  By using your network resources, it makes 
it virtually impossible for the hackers to be tracked 
down.

5  ªSpamº:  Very common.  Most of us (if not all) with 
and email address can attest to receiving this nasty 
& evil presence from the Internet.  No legitimate 
Internet Provider allows Spammers to work from 
their servers, so these folks need to hack into 
your network to use your resources to send their 
millions of spam emails. 

6 ªIllegal Tradeº: Very common.  Hackers using your 
FileServer as a temporary depository for the storing 
of illegal pornography, so that their customers 
around the world have a location to retrieve their 
movies and pictures, before being shutdown.  
Once shutdown, they move-on and ®nd another 
location. 

So back to the questions then; What is too little 
Security?  What is enough?  What should I have 
in place? In my professional experience, these next 
four items are what I consider a minimum a company 
should have in place:

1 VPN/Firewall Appliance:  a proper Firewall is the 
most important security device and the basis for all 
Internet Security.  A Firewall's main function is to 
control who/how/when/why/where someone gets 
in and out of your network.  It is important to select 
the right Firewall by a reputable manufacturer such 
as SonicWall, Juniper Networks, Cisco, Multitech, 
to name a few.  Further to my comment above 
about those $50 routers, some would argue how 
they do have ®rewall capabilities, but the reality is, 
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The 2008 BSIA golf tour would not 
be complete without this awesome 
tournament, highlighting the ladies of 
the Building Supply Industry!  This 9 
hole tourney was held on June 19th at 
the Surrey Golf Club. 59 golfers from 
retail and supplier companies walked the 
course, meeting up with the beverage cart 
many times! They were welcomed back to 
the clubhouse with more cool beverages 
from the bar, followed up with a wonderful 
buffet dinner and ®nishing the evening off 
with prizes and cash! 3 gentlemen dared 
to join the group for dinner, George from 
Broadleaf, Shell from House Smart and 
Thomas from the BSIA. They all survived 
without too many scars.

KP's were won by Mary Carey Marshall 
and Tracy Lipscombe. Longest Drives by 
Bridget Zimmeran. Longest Putt Sunk 

by Karen Nowak and Lynda Grant. KP 
2nd shot by Tammy Pannell. Ball in the 
Pond by Jamie McLean and the Shortest 
Unintentional Drive was won by ªHappy 
Pointed Stickº (aka the tall one from 
Target).  Congratulations to the many 
ladies who were out for their very ®rst golf 
game, they did a great job. The 50/50 
winnings were $192, won by Mary Carey 
Marshall, the other half went to the BSIA 
Bursary Fund. 

All of the sponsors are recognized on 
page 68. Be sure to acknowledge them 
next time you see them.

See you all in Victoria on September 17th 
and again next June in Surrey. We have 
some great things planned already, such 
as caddies for sale, all proceeds going to 
the BSIA Bursary Fund!

Congratulations to the 
winners of the low net 
score:
Sylvia Constantinoff

Lynda Grant

Pat Rogers

Sandi Temple

And . . . the most 
honest golfers were:
Marissa Farr

Penny Hanson

Janine Luce

Leslie Roses
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Customers ask for it.

You get more than a recognized brand  
with General Paint. We believe in  
maintaining a regular call schedule with 
each of our dealers. Why not see what our 
products and programs can do for you. 

Check out our new Color Life!  
 Canadiana Historic colour brochure  
  with colours as Canadian as 
   Ogopogo Green, Chilcotin Clay 
    and Algonquin Red. 

VANCOUVER  HEAD OFFICE
950 Raymur Ave., Vancouver
Tel: (604) 253-3131 
Fax: (604) 253-4313
Rob Cameron
rcameron@generalpaint.com

VANCOUVER ISLAND 
3026 Jutland Road, Victoria  
Tel: (250) 385-4455
Fax: (250) 385-4478 
Mark Hamilton

CENTRAL B.C.  
101-1990 Cooper Rd., Kelowna
Tel: (250) 762-4320 
Fax: (250) 861-8862
Robbin Martinson

those units only offer one very basic feature called 
Packet Filtering, which provides very little in the 
way of protection whatsoever, whereas the true 
VPN/Firewalls will protect against a large variety 
of hacking methods.

2 Virus Protection:  you should have a complete 
suite protecting your servers and desktops.  There 
are a variety of excellent Virus Scanners on the 
market, such as McAffee, Symantec, AVG, etc.  
Note, that viruses are not always designed to 
cause havoc on your computer, with some that are 
designed to collect data from your network (such 
as user names & passwords) and sent back to the 
hacker so he can use this information to access 
your network.

3 VPN Encryption:  are you remotely accessing your 
FileServer from home or a hotel room?  Are you just 
running an Emulator to gain access?  By utilizing 
a proper VPN Client software, which talks directly 
to your VPN/Firewall, it will create a dedicated, 
highly encrypted and private connection for you.  
Without it, your information being transferred is 
wide open over the Internet.

4 Internet Sur®ng Monitors/Content Filtering:  
employee Internet usage, that is not work related, 
is at an all-time high.  Because of this many 
companies are now using these features to keep 
staff from accessing inappropriate websites 

(which could pass viruses) and also to prevent 
the use of chat rooms, or sites such as Facebook 
and MySpace.  Although available in a variety of 
avenues, I personally have recommended that 
companies buy this functionality option within 
their Firewall Appliance, which self-monitors and 
updates against the inappropriate sites, it also 
lets you manage from a central point and keep the 
sites inaccessible to your staff.

Other considerations to round out a solid Internet 
Security solution could include:  Intrusion Detection 
(a ®rewall is a gatekeeper, but if compromised, this 
monitors your network for abnormal application traf®c, 
such as a hacker's program);  the use of 2 or 3-Factor 
Identi®cation systems (additional level of ID for VPN 
users);  PKI - Public Key Infrastructures (a legal form 
of email digital signatures), 
Log Monitoring, Bandwidth 
Management and Personal 
Firewalls for those Remote Users 
that are permanently connected 
to the Internet at home.

No Internet Security solution 
is 100% secure, but the main 
objective is to make it dif®cult to 
break-in. Then usually the hacker 
will leave to look for easier 
targets.
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Article by David Pestill, who has been in 
the IT Industry for 24-years.  He is the 
Sales Manager at The Ideal Computer 
Group, who provides a POS/Accounting 
Solution for the Building Supply industry.  
Questions and comments are welcomed.   
Email: dpestill@idealgroup.com, or  
telephone 604.298.9077 x:118

�4 �" �0 �1 � �, �� �0 �1 �� �� �2 �& �) �! �& �+ �$ �� �� �� �% �� �/ �! �4 �� �/ �" �� �0 �% �, �4 �� �� �� �� �� �� ��


